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This action is in response to the communication filed on 2/1/2002. 
DETAILED ACTION 

1 . Claims 1-16 have been examined. 

Title 

2. The title of the invention is acceptable. 

Priority 

3 . This application has no priority claimed. 

4. Therefore, the effective filing date for the subject matter defined in the pending claims in 
this application is 2/1/2002. 

Information Disclosure Statement 

5. The information disclosure statement(s) (IDS) submitted on 2/1/2002 and 1/7/2005 are in 
compliance with the provisions of 37 CFR 1.97. Accordingly, the examiner is considering the 
information disclosure statements. 

Drawings 

6. The drawings filed on 3/4/2002 are acceptable for examination proceedings. 

Specification 

7. Applicant is reminded of the proper language and format for an abstract of the disclosure. 

77?^ abstract should be in narrative form and generally limited to a single paragraph on 
a separate sheet within the range of 50 to 150 words. It is important that the abstract not exceed 
150 words in length since the space provided for the abstract on the computer tape used by the 
printer is limited. The form and legal phraseology often used in patent claims, such as "means" 
and "said, " should be avoided. The abstract should describe the disclosure sufficiently to assist 
readers in deciding whether there is a need for consulting the full patent text for details. 

The language should be clear and concise and should not repeat information given in the 
title. It should avoid using phrases which can be implied, such as, "The disclosure concerns, " 
"The disclosure defined by this invention, " "The disclosure describes, " etc. 
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8. The abstract of the disclosure is objected to because: 

Line 1 : The phrase "The disclosure is directed to" should be removed as it is implied. 
The abstract fails to meet the length requirements of 50-150 words. 
Correction is required. See MPEP § 608,01(b). 

Claim Rejections - 35 USC §112 

9. The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

10. Claims 2, and 12-15 are rejected under 35 U.S.C. 112, second paragraph, as being 
indefinite for failing to particularly point out and distmctly claim the subject matter which 
applicant regards as the invention. 

11. Claim 2 recites the limitation "a furst value" in line 4. However, claim 2 depends from 
claim 1 which also recites the Umitation "a first value" in line 4. As such, the ordinary person 
would be unable to determine whether "a first value" in claim 2 was meant to be the same first 
value as recited by claim 1, or whether this was a different first value. Therefore, the ordinary 
person would not be able to determine the scope of the claim. As such, claim 2 is rejected for 
failing to particularly point out and distinctly claim the subject matter which the appUcant 
regards as the invention. 

12. Claims 14 and 15 are rejected by the same reasoning as claim 2 above due to the 
dupUcate recitation of the limitations "a fu*st value" and "a second value" respectively with 
respect to claun 12. 

13. The term "similar" in claim 12 is a relative term which renders the claim indefinite. The 
term "similar" is not defined by the claim, the specification does not provide a standard for 
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ascertaining the requisite degree, and one of ordinary skill in the art would not be reasonably 
apprised of the scope of the invention. The ordinary person skilled in the art would not be able 
to determine the scope of this claim because the ordinary person skilled in the art would be 
unable to determine how alike two polymorphic statements would have to be to be considered 
"similar". For example, the ordinary person skilled in the art would wonder whether the 
statement "X = A + B" is "similar" to any of "X = B + A" or "Y = A + B" or "X = A * B". 
Therefore, the ordinary person would be unable to determine the scope of claim 12. As such, 
claim 12 is rejected for failing to particularly point out and distinctly claim the subject matter 
which the applicant regards as the invention. 

14. Claim 13 is rejected by the same reasoning as claim 12 as appUed to "similar" in Line 8. 

15. Claims 13-15 are rejected by virtue of their dependency to claim 12. 

Claim Rejections - 35 USC §102 

16. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign 
country or in public use or on sale in this country, more than one year prior to the date of 
application for patent in the United States, 

17. Claims 1-16 are rejected under 35 U.S.C. 102(b) as being anticipated by Luo et al. (WO 
00/68875) hereinafter referred to as Luo. 

18. Regarding claim 1, Luo disclosed a method of marking for authentication a computer 
program with a bit- string pattern (See Luo Abstract), the method comprising the steps of a) 
generating a bit-string pattern, each bit in the bit-string pattern having a binary value and at least 
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one bit having a first value (See Luo Fig. 8 Step 807 and Page 22 Paragraph 3); b) searching for 
at least one polymorphic statement in the computer program (See Luo Fig. 8 Step 809 and Page 
22 Paragraphs 2-3 wherein all the instructions were "polymorphic statements" because they 
could all be modified by combining with a "nop", or no operation instruction and still provide 
the same function); c) associating the one bit having the first value with the polymorphic 
statement found in step (b) (See Luo Fig. 8 Step 809 and Page 22 Paragraph 3); and d) altering 
the polymorphic statement (See Luo Fig. 8 Step 813 and Page 22 Paragraph); wherein altering 
the polymorphic statement marks the computer program (See Luo Page 22 Paragraph 3). 

19. Regarding claim 2, Luo disclosed that the generating the bit-string pattern includes 
generating multiple bits having first and second values (See Fig. 8 and Page 22 Paragraphs 2-3); 
associating each of the multiple bits with a polymorphic statement (See Fig. 8 and Page 22 
Paragraph 3); modifying a polymorphic statement corresponding to a bit having a first value (See 
Fig. 8 and Page 22 Paragraph 3); and leaving unmodified a polymorphic statement corresponding 
to a bit having a second value (See Fig. 8 and Page 22 Paragraph 3). 

20. Regarding claim 3, Luo disclosed the step of e) providing a pointer for locating a 
statement in the computer program (See Key of Luo Fig. 8 and Page 22 Paragraph 3); and 
searching for the one polymorphic statement in step (b) includes searching for the one 
polymorphic statement based on the statement located by the pointer (See Luo Fig. 8 Step 809 
and Page 22 Paragraph 3). 

21 . Regarding claim 4, Luo disclosed a method of marking, for authentication, source code of 
a computer program, designated as P, and having a compUed version of the computer program, 
designated as E (See Luo Page 22 Paragraph 2 - Page 23 Paragraph 2), the method comprising 
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the steps of: a) generating a binary bit-string pattern, designated as B, having a predetermined 
value (See Luo Fig. 8 Step 807 and Page 22 Paragraph 3); b) modifying P to produce a separate 
program PI, such that the separate program PI, when compiled, functions identically to P (See 
Luo Fig. 8 Step 811-813 and Page 22 Paragraphs 2-3 and Further Page 7 Paragraph 5 - Page 8 
Paragraph 1) ); wherein modifying P includes one of the following steps: i) modifying inline 
assembly code of P based on B; and ii) manipulating binary executable code of E based on B 
(See Luo Page 22 Paragraph 3 - Page 23 Paragraph 2). 

22. Regarding claim 5, Luo disclosed that step (a) generates a binary bit-string pattern having 
a value not equal to zero (See Luo Page 22 Paragraph 3 wherein both I's and O's are contained in 
the bit-string). 

23. Regarding claim 6, Luo disclosed that step (i) includes correlating a binary bit in B to at 
least one statement of inline assembly code of P, and modifying the one statement when the 
binary bit has a first value (See Luo Fig. 8 Steps 809-813 and Page 22 Paragraph 3). 

24. Regarding claim 7, Luo disclosed that the first value of the binary bit is 1 (See Luo Page 
22 Paragraph 3). 

25. Regarding claim 8, Luo disclosed a method of marking for authentication a computer 
program with a bit- string pattern, the bit-string pattern including a plurality of values (See Luo 
Fig. 8 and Page 22 Paragraph 3), the method comprising the steps of : a) associating the plurality 
of values with a respective plurality of predetermined computer statements, in which each 
predetermined computer statement is expressible as first and second equivalent operations (See 
Luo Page 22 Paragraph 3 and Fig. 8 Steps 809-813); b) selecting a first non-processed value of 
the bit-string pattern (See Fig. 8 Step 811); c) searching the computer program for at least one 
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predetermined computer statement corresponding to the first non-processed value of the bit- 
string pattern (See Fig. 8 Step 809 and Page 22 Paragraph 3); d) expressing the predetermined 
computer statement found in step (c) as one of the first and second equivalent operations (See 
Luo Fig. 8 Step 813 and Page 22 Paragraphs 2-3); e) marking the first non-processed value of the 
bit-string pattern as processed (See Luo Fig. 8 and Step 811 wherein the marking was inherent in 
the loop structure); and f) repeating steps (b) through (e) for each non-processed value of the bit- 
string pattern (See Luo Fig. 8 Loop 811 and step 809). 

26. Regarding claim 9, Luo disclosed that step (d) includes altering the predetermined 
computer statement fi"om the first operation to the second operation, if the first non-processed 
value of the bit-string pattern is a value of 1 (See Luo Fig. 8 Step 813), 

27. Regarding claim 10, Luo disclosed the step of generating the bit-string pattern having 
multiple bits of first and second values and a bit length smaller than or equal to a number of 
predetermined statements in the computer program (See Fig. 8 Step 807). 

28. Regarding claim 1 1, Luo disclosed the step of : g) providing a pointer for locating a 
predetermined statement in the computer program (See Luo Fig. 8 Step 809 Element Key); and 
searching the computer program of step (c) includes searching for the predetermined statement 
located by the pointer in step (g) (See Fig. 8 Step 809 and Page 22 Paragraph 3). 

29. Regarding claim 12, Luo disclosed a method of authenticating a second computer 
program against a first computer program (See Luo Page 22 Paragraph 4 - Page 23 Paragraph 1), 
the method cDmprising the steps of: a) accessing a bit-string pattern, each bit in the bit-string 
pattern having a binary value and at least one bit having a first value (See Luo Page 22 Paragraph 
4 and Fig. 8 Steps 825); b) searching for at least one polymorphic statement in the second 
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computer program (See Luo Page 22 Paragraph 4 and Fig. 8 Step 821); (c) associating the one bit 
having the first value with the polymorphic statement found in step (b) (See Luo Page 22 
Paragraph 4 and Fig. 8 Step 825); d) altering the polymorphic statement in the second computer 
program (See Luo Page 22 Paragraph 4 and Fig. 8 Step 829); e) comparing the polymorphic 
statement in the second computer program, after altering the polymorphic statement in step (d), 
against a corresponding polymorphic statement in the first computer program (See Luo Page 22 
Paragraph 4 - Page 23 Paragraph 1 and Fig. 8 Step 833); and f) determining that the second 
computer program is a modified version of the first computer program, if the polymorphic 
statements compared in step (e) are not similar (See Luo Page 22 Paragraph 2 - Page 23 
Paragraph 1 and Fig. 8 Steps 833 and 835). 

30. Regarding claim 13, Luo disclosed the steps of (g) associating another bit having a 
second value with another polymorphic statement found in step (b) (See Luo Page 22 Paragraph 
4 and Fig. 8 Step 825); (h) comparing the other polymorphic statement of step (g) against a 
corresponding polymorphic statement in the first computer program (See Luo Page 22 Paragraph 
2 - Page 23 Paragraph 1); and (i) determining that the second computer program is a modified 
version of the first computer program, if the polymorphic statements compared in step (h) are not 
similar (See Luo Page 22 Paragraph 4 - Page 23 Paragraph 1 and Fig. 8 Steps 833-835). 

31. Regarding claim 14, Luo disclosed the step of : repeating steps (b) through f) for another 
bit in the bit-string pattern having a first value (See Luo Page 22 Paragraph 4 - Page 23 
Paragraph 1 and Fig. 8 Loop 823-825 wherein the whole watermark was compared). 
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32. Regarding claim 15, Luo disclosed the step of : repeating steps (g) through (i) for another 
bit in the bit-string pattern having a second value (See Luo Page 22 Paragraph 4 - Page 23 
Paragraph 1 and Fig. 8 Loop 823-825 wherein the whole watermark was compared). 

33. Regarding claim 16, Luo disclosed a method of authenticating a second computer 
program against a first computer program, the method comprising the steps of : a) accessing a 
first bit-string pattern, each bit m the first bit-string pattern having a binary value associated with 
a corresponding polymorphic statement in the first computer program (See Luo Fig. 8 Step 83 1 
and Page 22 Paragraph 4); b) searching for at least one polymorphic statement in the second 
computer program (See Luo Fig. 8 Step 821 and Page 22 Paragraph 4); c) assigning a bit having 
a binary value to the polymorphic statement found in step (b) (See Luo Fig. 8 Step 825 and Page 
22 Paragraph 4); d) assigning another bit having a binary value to another polymorphic statement 
found in step (b) (See Luo Fig. 8 Steps 823-825 and Page 22 Paragraph 4); e) generating a 
second bit-string pattern including the bits assigned in steps (c) and (d) (See Luo Fig. 8 Step 825 
and Page 22 Paragraph 4) ; and f) determining that the second computer program is a modified 
version of the first computer program, if the second bit-string pattern does not match the first bit- 
string pattern (See Luo Page 22 Paragraph 4 - Page 23 Paragraph 1 and Fig. 8 Steps 833-837). 

Conclusion 

34. Claims 1-16 have been rejected. 

35. The prior art made of record and not reUed upon is considered pertinent to applicant's 
disclosure. 

a. Torribia-Saez (US Patent Number 6,591,415) disclosed a system for marking 
programs for authentication by changing polymorphic procedures. 
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36. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Matthew T. Heiming whose telephone number is (571) 272-3790. 
The examiner can normally be reached on M-F 8-4. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571) 272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for pubUshed appUcations 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
appUcations is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 




Matthew Henning 
Assistant Examiner 
Art Unit 2131 
4/28/05 
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